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Abstract
The responses to a given risk reflect the risk assessment and the organization’s attitude
to risk, response method to risk can cause a problem to the response method of another
risk. Therefore, the project manager cannot decide which risk response will be used in case
of conflicts happen. Until now, the amount of research which deals with risk responses is
count-on-finger. This paper proposes a model and the algorithm to resolve this conflict. The
problem-solving model introduced below will base on Project Network and Game Theory, in
which players of the game are risks, and the solution of this game is a Nash Equilibrium.
The input information of the game will be described in the Project Network model, which
can be used later in a Genetic Algorithm. The chromosome model of Genetic Algorithm is a
Nash Equilibrium of the game whereas providing the balance in selecting a response method
to each risk.
Index terms
Game theory, Project network, Risk response, Nash equilibrium, Genetic algorithm.

1. Introduction
In the development process of most business, the risk is an inevitable element that
they have to face and solve. The risk is a part of any activity in a project which is
essential to progress, and failure is often a crucial part of learning. But we must learn
to balance the possible negative consequences of risk against the potential benefits of
its associated opportunity [1], [2]. At the same time, a lack of risk decision-making
structure and lack of accountability for risk decisions in an organization. Until we use
a disciplined and systematic way to identify and confront uncertainty inherent in that
environment, we will never be able to control project objectives [3]. Unfortunately, most
of the findings are not derived. Also, it is not discussed whether the risk management
does not address certain process areas or whether they conflict [5]. There have been
many types of research about risk, but the issues inside risk themselves have not been
addressing before. There are many real-world problems of the conflict in risks, especially
1
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those that are the way we deal with one risk can cause the problem for another way of
dealing with another risk. For example, the solution for resolving the risk of increasing
the total budget of the project may conflict to the solution for determining the risk
of employee salary. The risk salary may be employee demand a higher wage or the
threat of civil litigation, employees claiming the balance of unpaid indexed salaries that
need the project pay extra money, due to salary indexation which is a state guarantee
provided to each employee under the legislation of government [4]. A related field to
above problem is Risk response.
Risk response is the process of developing strategic option and determining actions to
enhance opportunities and reduce threats to the project’s objectives [2]. A project team
member is assigned to take responsibility for each risk response. The research ensures
[9] that each risk requiring a response has an owner monitoring the responses, although
the owner may delegate the implementation of a response to someone else. Identifying
conflicts of risk responses is an essential step in managing risk appropriately. Not only
the risks will be maintained, but also the problem inside risk will be identified, analyzed,
controlled and monitored correctly. Such situations call for models and techniques that
take the strategic behavior of individual conflict of risk response into account and
simultaneously keep an eye on other factors of the project.
Strategic situations are traditionally analyzing in Game Theory (GT), and the techniques can be any of multi-objective algorithm [10]. Such a problem can be solved
through the game theoretical concept of a Nash Equilibrium, for example, the different
maximum sustainable yields in multi-species fisheries management [11]. The biggest
challenge for the collaboration in this type of system is resolving possible conflicts
of knowledge. When coordinating activities, either in a cooperative or a competitive
environment, conflicts may arise and three basic strategies to solve these conflicts are
utilizing negotiation, mediation, and arbitration. Following these strategies; different
intelligent techniques developed for knowledge conflict resolution [12].
In this paper, we will use the Genetic Algorithm (GA) to find a Nash Equilibrium
(NE) in the model of Game Theory. First of all, these risks are modeling into the
Game Theory problem, from that, project administrators find out Nash Equilibrium
which provides a neutral solution to the conflict between the risks or the “win-win
pattern among players who have N strategies”. Before we utilize Genetic Algorithm for
this game, we define all input factors of conflict of risk responses in Project Network
model, that includes information about risk and properties of risk responses. Lastly,
they implement this problem by Genetic Algorithm to solve. As such, the uncertainties
are entirely resolving, and the undue risks are restricted to bring optimized efficiency
for project management.
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Fig. 1. Example of project network [6]

2. Background and related work
2.1. Project Network
A project network is a weighted directed graph, depicting the sequence in which
a project’s terminal elements are to be completed by showing terminal elements and
their dependencies (see Fig. 1). It is always drawn from left to right to reflect project
chronology [6], [7]. It is a useful project planning tool that enables us project managers
to determine and graphically illustrate this sequence of tasks and the relationships
between the tasks that comprise the project. Therefore, we could use a project network
diagram to risk modeling to figure out the priority of risk handling [8]. A project
network diagram, also known as a precedence diagram, is a handmade or softwarecreated diagram that shows the relationships in time and dependency of steps needed to
complete a project [8], [9]. The diagram clarifies which steps can precede others, which
steps must succeed others, and which can coincide, as well as other project constraints.
It also shows when lead time allows beginning one task before another is complete as
well as when lag time is needed after a step has completed before the following step
can commence. A project network diagram is helpful in computing start and end dates,
apportioning resources, personnel, and analyzing scheduling choices [8], [9].
2.2. Risk analysis
The risk defines as uncertainty about outcomes or future events which often can
be adverse effects, even "crash" project and hinder the goals of the project [4]. The
warning signs and the experience of previous similar projects are applied to identify
risks. For recognizing and controlling the risks may require the participation of many
people. However, the person who plays the most direct and essential role is a project
leader. Therefore, a mandatory criterion of a good project leader is the ability to control
the risk well. In practice, the risks occur substantially in a project, so it is unnecessary
to address all the risks [3]. It is usual to apply the Pareto principle (20/80) to solve and
identify the key risks that root causes the most significant impact on the success of the
project as well as project budget to analyze and select the risks that need assessing.
Perhaps the most significant difference between risk management and game theory
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is the former being about minimization of losses caused by a not necessarily rational
opponent (nature, but possibly also a hostile party that has explicit intentions). Contrary
to this, game theory, in any case, assumes a rational opponent, whose goal is maximizing
the own revenue [16]. A risk may be assessed either qualitatively or quantitatively. The
project risk management process utilizes rating scales for each of these measures defined
in advance - with each impact, likelihood, and time-frame. The effect of a risk event can
be to cost, schedule and technical performance simultaneously. The probability is the
likelihood that it will materialize. A time frame is a time to deal with risk. Determining
risk exposure is the last part of the Analysis step of the risk management process. It is
where we decide just how dangerous the threat is, and how much time and money we
should be willing to spend to mitigate it.
Depending on the organization and characteristics of each project, the project leader
(or assigned person) will identify the risks that need to be controlled, with different
priorities. Risks exposure are then calculated for estimation using the formula (1) [2]:
RiskExposure = RiskImpact ∗ RiskP robability ∗ T imeF rame

(1)

2.3. Risk response
Risk management on a project centers on being able to identify what might go wrong.
These are the adverse risks, otherwise known as threats to your project. It’s important to
identify them and record them in your risk register so you know what might be coming
round the corner to interfere with your chances of completing your project successfully.
But identifying them is only the beginning. Once you have done that, you also need to
work out what to do about them. You do have options. Depending on the severity of
the risk, response methods can be avoidance, transference, mitigation, and acceptance
(see Fig. 2). In case the cost of risk coping method is too high, accepting or mitigating
is a more optimal approach [2].
Risk response involves [2]:
•

•

•

•
•
•
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The project manager determining which risks warrant a response and identifying
which strategy is best for each risk.
Assigning an action to the Risk Owner to identify options for reducing the probability or impacts of each risk. The Risk Owner takes the lead and can involve
experts available to the project.
Evaluating each option for the potential reduction in the risk and cost of implementing the option.
Selecting the best option for the project.
Requesting additional contingency, if needed.
Assigning an action to the Risk Owner to execute the selected response action. The
Risk Owner is the lead and may assign specific tasks to other resources to have
the response implemented and documented.
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Fig. 2. Some strategies and illustrations of common risk response strategies [2]

2.4. Modeling the conflict of Risk Responses
Assuming, while managing the project, we can have n risks: R1 ...Rn (n ≥ 1). For
each risk Ri , we have a set of methods for solving Sij .
In which, Sij is the j th solution for risk Ri (i : 1 → n; j : 1 → m; m ≥ 1)
Risks associated with each other, when resolving Ri by the Sij method, will likely
conflict with another Rm of Smp . That is the conflict between the risks.

Fig. 3. Project Network model of the problem
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Here, the problem we are considering is that there are no pathways between the
methods that resolve conflicts that resolve each other when resolved. In reality, neutralizing conflicts, in other words, is going to solve those conflicts is possible, but
rather complicated and requires deepening into business, with graduation levels. The
technical sector cannot go into depth. The model of problem in a project network will
be described as following (see Fig. 3):
•
•

•
•
•

•

•

•

Suppose in a project, the risks are R1 , R2 , R3 (n = 3)
In risk R1 , the responses are S11 , S12 , S13 . Same in R2 : S21 , S22 ; R3 : S31 , S32 , S33 , S34 ; R4 :
S41 , S42
Each solution is characterized by four factors: cost, difficult, priority, and time
Conflict between responses are: S12 − S21 ; S13 − S22 ; S21 − S31 ; S22 − S32
When dealing with risk A by method SA , it conflicts with the solution of risk
B by the method SB . There are no paths between conflicting methods in Project
Network
The R4 risk responses have no conflict with others, so by default, we do not
consider R4 in the cluster of conflicts
Thus, the Project Network diagram consists only of nodes as methods of solving
conflicts when dealing with each other
Each response method of risk management is characterized by four key elements:
– Cost (money): the cost of money (in VND) to deal with the risk using that
method
– Priority: The priority of the risk-taking method compared to other methods
– Difficulty: Difficulty when solved by the method (number)
– Time: the time at which the risk was resolved when using the method (in
hours)

In conclusion, the problem of managing conflicts of risk is to find the path going
through all the conflicting Ri (passing only once) by the method of solving. Do not
conflict with each other.
2.5. Proposed solution using Game model and its Nash Equilibrium
An n − player game of risk responses, and also an incomplete-information, dynamicgame is defined by a model in the formula (2):
G = {R0 → Rn ; Sij (tij , pij , cij , dij ); C0 → Cm ; pi (Cx → Cy )}
where:
R0 → Rn denotes allthe risk of the project;
n denotes the number of risks in project
Sij (tij , pij , cij , dij ) denotes response method j of risk Ri
tij denotes the time of execution when applying method j for risk i
22
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pij denotes priority when selecting method j for risk i
cij denotes cost for applying method j for risk i
dij denotes difficulty of response method j for risk i
C0 → Cm denotes the group of conflict in risk
m denotes the number of conflicts in risk response
pi (Cx → Cy ) is payoff function for the group of risk Cx → Cy in a conflict;
The two-stage backward inductive method can be used to find the perfect Nash
equilibrium of sub-games for the problem of the incomplete-information dynamicgame model mentioned above. In this method, the second stage is taken into the first
consideration, namely, to optimize the decision of the project manager in the case a
response method for each risk will determinate by the project manager. The problem
for the entire project is that there are so many conflict C0 → Cm , but if we can optimize
the selection in each conflict, we are going to figure out the solution for all conflicts
by using the sub-game Nash Equilibrium model. In which, each conflict is the part of
the solution. Thus, the answer of all games - Nash equilibrium R0 → Rn was obtained.
The objective is to obtain the fitness function for all risks such that in any state, the
value of each risk is equal to the maximum of the sum of single stage reward and the
discounted expected value of the next state, averaged over the other risk responses. The
latter operation of averaging over the other risk responses is done naturally because of
each risk Si , i = 1..N , and N is number of risk in project. The expected payoff for
each risk [14] is calculated as shown in the formula (3):

f (v, m) =

Si
XX

"
v i (x) − ri (x, m) − β

i=1 x∈Si

Ux
X

#
p(y | x, m)v i (x)

(3)

y∈Ux

In this formula, p(y | x, m)v i (x) represents the Markov transition probability from
response x ∈ Si to response y ∈ Si when each risk i plays according to its randomized
strategy Si . ri (x, m) denotes the vector of reward functions of all risks when the response
x ∈ Si is chosen. v i (x) denotes the value of response x ∈ Si for risk i. Also, 0 < β < 1
denotes the discount factor.

3. Algorithm design and experiment
The optimization of project conflicts (especially the software project) should be solved
as soon as possible, but we must pay enough attention to multiple constraints of conflict,
and the constraints of project elements as well. The constraints of conflict in a reallife project are enormous. It is too complicated in building and solving these problems
using conventional sorting algorithms or traditional algorithm of optimization such as
backtracking. For the issues of risk responses with multiple constraints above, we can
23
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benefit from the relationship between GT and GA to find Nash Equilibrium for the
solution [13].
It is so important to address the genetic regulations, the initial population, and the
adaptive function. Starting with the way in which chromosomes - a response to the
problem - are defined, a Genetic algorithms based chromosome should be enough
information needed for the problems. The risk management problems should answer
the following questions: How many risks are there in the project? How many useful
methods to solve a risk? Can these methods perform simultaneously? Where is the
win-win (Nash Equilibrium) pattern among the Game of conflicts - where the risk
responses are the risks strategy? The chromosome will store all needed information
to answer all above questions. The number of original populations born after the first
generation of Genetic Algorithms is also a factor that influencing the outcome of the
problems. If the population size is too small, it may fall too early due to a lack of
diversity. However, if the population size is too large, the calculation, time-consuming
will be so complicated to converge. Therefore, giving the right initial population is an
important decision when using GA. The good point is to limit the dependency of the
result to the original community. That is the reason why solving response conflict of
risks is chosen as a method to solve the problems.
3.1. Design of Genetic algorithm
The constraints of problems
The constraints in dealing with risk responses, in fact, there are many cases such as
the probability of occurrence or the impact of risk, etc. However, we only consider the
cases where there are no conflicts among methods of dealing with each other, as well
as the risks and methods of addressing themselves are well-defined. Though the risk in
a project is unlisted in real life, the risks involved in the other risk-taking process are
not mentioned.
The adaptive function
In solving risk management problem, we must find a set of risk management characteristics in the project. These options will help us in define the value of the response of
risks based on the matrix of Game Theory. On the other hand, when the risk responses
does not clash to others, we can use all these response methods, but when we decide
the final method for official plan, the solution of minimizing the fitness value (cost,
difficulty, priority, time) is suggested in Genetic Algorithm. To achieve these above
expectations, we use the adaptive function as follows (formula 4):
FA daptability = A1 (B ∗ Impact + C ∗ Level)+
A2 (D ∗ weight + E ∗ Cost + F ∗ Dif f iculty + G ∗ P riority + H ∗ T ime) (4)
In which, A1 , A2 , B, C, D, E, F, G, H are controlled variables provided by the consultant.
24
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Chromosome design
According to the above principle, to solve risk problems in case of conflict when
addressing the risks, the following sequence of genes should be developed (see Fig. 4):

Fig. 4. Nash Equilibrium represented by the chromosome

These genes must satisfy the following principles:
•
•

•

•

Each risk has only one representative response - only one gene.
The risk solved by any of its methods is not in conflict with other risks, it will not
be considered in the genome because when dealing with that risk we can easily
choose
Choose the most reasonable method; ensure all four factors (price, priority, difficulty and time)
Supposed that there is no risk that has all responses conflict with the one from
other risks. There is at least one response that does not conflict with others. This
is based on the Nash equilibrium point

Initialization
Initiation of the initial population of 100 chromosomes - a matrix of response conflicts
in case of Game theory - based on the chromosomal principle specified above. Calculate
the adaptive function for each individual and adjust the adaptability of individuals in
order from high to low. Each NST is characterized by a genome, which in that genome
is grouping into genomic groups, called clusters. Each cluster consists of methods of
dealing with conflicting risks when dealing with each problem (only one solution
is chosen). In each class, we will proceed to reproduce and mutate, then hybridize
the chromosomes together, with the gene here is the conflict clusters. However, each
grouping of genes has the following constraints:
•

•

The new genotype group does not exist any pair of methods that conflict with one
another. So, to make sure that the developer writes a function called has_conflict()
to check if there is a pair of methods that conflict with each other. If the return
value of the function has_conflict() = 1, there is at least 1 pair of conflicts.
At that time, the group of genes was not accepted, continuing to replicate until the
new genes group was created without conflict (the return value of has_conflict()
= 0). When the population size is 100, the algorithm will stop.

Hybrid
After performing the calibration according to the magnitude of the adaptive function,
taking 1/2 of the population is well adapted to pairing hybrids (see Fig. 5). Each of
the two-hybrid chromosomes will produce two in the next generation, and the two will
25
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Fig. 5. Hybrid process

replace two in the 1/2 less adaptable population. Thus, after pairing all the 1/2 Of the
population with good adaptability will create the next generation. The new populations
are in the same population as the older populations, but only those that are highly
adaptable, and the new generations are made of highly flexible ones. So, the problem
of having a new generation with a new chromosome is a more suitable solution.
Specifically, the method of hybridizing two parent chromosomes is as follows: As
described above, each chromosome is dividing into groups of genes - clusters. The
number of gene groups depends on the number of conflict clusters of the risks. In
both parental and maternal chromosomes, the corresponding groups of genes, when
hybridized, will be grouped. The hybridization of each group will be as follows: With
the chance of a hybrid, randomly select a cut point called "cut", then copy the genes in
the segments from the beginning to the cut and from the cut to the end of the parent
into the first and the second. For the next generation 1, after inheriting the genome
from the beginning to the cut of the mother, will inherit from the cut to the end of
the father. For the second generation, the opposite. However, each gene group has the
following constraints: The new genotype group does not exist any pair of methods that
conflict with one another. So, to make sure constrain, the developer built a function
called has_conflict() to check if there is a pair of methods that conflict with each other.
If the return value of the has_conflict() function is 1, there exists at least 1 pair of
conflicts. Then, repeat the hybrid step until the new gene group has no conflict (the
return value of has_conflict()= 0). When the population size is 100 then stop.
Mutation
In each cluster, conflict mutations will be carried out also with the reproduction
process (see Fig. 6). Each generation of children will be mutated with a predefined
mutation probability. Similarly, when cross-coupling is repeated, chromosomes should
be separated into segments and mutations carried out on each of these segments. With
each procedure in the mutation implementation, only the randomization of genes in the
chromosomes is conditional. These two pieces of the gene are not the same. According
to GA, the child generation must ensure that there is a pathway between the genes that
have no conflicts and that there is a better fit than the previous generation.
Stop condition
Genetic algorithms have two basic conditions to stop. These terms use search features
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Fig. 6. Mutation process

to decide to stop the search process.
The first stop’s condition is based on the chromosomal structure due to the convergence of the population by controlling the number of genes that are converging, i.e.
the genes have the same value as predetermined populations but if it exceeds by the
percentage of the total number of genes the search ends.
The second stop’s condition is base on the special meaning of a chromosome by
measuring the progress of the algorithm in some previous genera if less than a fixed
constant, the algorithm terminates.
3.2. Experiment
The testing data includes 4 conflicts, 7 risks, and 25 responses as shown in Table I.
Table 1. Risk responses - strategies of players
Risk response
S11
S12
S13
S14
S15
S21
S22
S23
S24
S25
S31
S32
S33
S34
S35
S41
S42
S43
S51
S52
S53
S61
S62
S71
S72

Cost($)
30,000
356,000
11,000
184,000
4,000
2,000
49,000
7,000
5,000
1,000
4,000
8,000
23,000
37,000
19,000
18,000
25,000
2,000
22,000
5,000
1,000
108,000
6,000
123,000
8,000

Difficulty
7
4
8
2
8
9
6
3
3
9
6
2
4
5
5
2
1
6
2
3
6
0
6
3
9

Time
23
38
42
34
29
9
30
51
33
58
26
23
20
20
21
48
60
25
17
33
13
40
44
37
30

Priority
9
1
7
5
8
2
3
6
3
4
4
9
7
8
8
2
0
5
7
4
8
8
8
8
9
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Table 2. Conflict between risk responses
Conflict ID
Con01
Con02
Con03
Con04

Risk responses 1
S11
S15
S41
S61

Risk responses 2
S24
S33
S53
S72

Table 3. Risks - players of the game
Risk ID
R01
R02
R03
R04
R05
R06
R07

Financial impact
20,000
10,000
400,000
30,000
6,000
12,000
34000

Risk level
Extreme
High
Extreme
High
Medium
Medium
Low

To find a solution for selecting which responses will be chosen when risk happen
that we consider being Nash Equilibrium, we test the above algorithm on a system with
following parameters: Core i5 4430 CPU, 8GB RAM, SSD storage, Windows 10, PHP
application with MySQL data.
Table 4. Genetic algorithm parameter setting
Population
50

Generation
100

Crossover rate
70%

Mutation type
Bit flip

Mutation rating
5%

Table 5. Nash Equilibrium of the Game
No
1
2
3
4
5

Time
11:21.5
10:47.4
09:58.9
09:41.4
10:11.6

Fitness value
13,375
14,101
13,986
12,945
14,253

Nash Equilibria - Recommended risk responses
5, 4, 1, 2, 3, 2, 2
4, 4, 2, 2, 3, 1, 2
2, 1, 5, 3, 1, 1, 2
2, 4, 2, 1, 2, 1, 1
4, 1, 5, 3, 3, 2, 1

Result analysis
After 5 experiment running, the fitness functions after 100 generations are almost
the same, the average value of Fitness function is 13,732. The average of the absolute
deviations is only 3.33% showed positive results when applying Genetic Algorithm to
this problem. The running time is a little bit low because of this paper apply traditional
Genetic Algorithm; the running time can be decreased if we implement a better approach
in Genetic Algorithms such as NSGA II or NSGA III. In the sample data, the quantity
of risk, and risk responses are small, so that the Nash Equilibria found look similar, but
it will be more diversified in more significant data set.

28

Journal of Science and Technology - Le Quy Don Technical University - No. 193 (10-2018)

4. Conclusion
In this paper, we introduced the Game theory model of Risk responses conflicts and
how to find its Nash Equilibrium using GAs. Although GA and their applications long
time been used, experts in other fields of science and business are more aware of them,
and these methods are often used to solve the complex problem. Due to the inherent
complexity of project management, and optimization methods could be of great value
for project quality. We also introduced a new optimization method by modeling the
problem with game theory, analyzing their data under the Project Network, and finding
a Nash equilibrium of the game with GA. Solving a game theory problem to find a
win-win solution for all players of the game is not an easy task, but GA can solve
it. The use of the above techniques has promising implications in a variety of project
management issues in scheduling, billing, financial sector.
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ỨNG DỤNG HƯỚNG TIẾP CẬN THEO CÂN BẰNG NASH
TRONG GIẢI QUYẾT BÀI TOÁN XUNG ĐỘT GIỮA
CÁC PHƯƠNG PHÁP XỬ LÝ RỦI RO
Tóm tắt
Phương pháp xử lý của một rủi ro phản ánh việc đánh giá rủi ro đó và sự quan tâm của
chủ thể tới rủi ro đó, phương pháp xử lý cho rủi ro này đôi khi lại gây ra vấn đề cho việc
chọn lựa phương án xử lý cho rủi ro khác. Do đó, người quản trị dự án khó có thể quyết
định lựa chọn phương án nào khi xung đột xảy ra. Cho đến thời điểm hiện tại, số lượng các
nghiên cứu về phương án xử lý rủi ro là chưa nhiều. Bài báo này đề xuất mô hình và thuật
toán để giải quyết xung đột trên. Mô hình giải quyết vấn đề sẽ dựa trên Mạng dự án và Lý
thuyết trò chơi, trong đó các người chơi của trò chơi sẽ là các rủi ro, điểm Cân bằng Nash
của trò chơi sẽ là giải pháp cho xung đột. Thông tin đầu vào của trò chơi sẽ được mô tả
trong mô hình Mạng dự án, thông tin Mạng dự án sẽ được sử dụng sau đó trong Giải thuật
Di truyền. Chuỗi gene của giải thuật di truyền tốt nhất tìm được chính là điểm Cân bằng
Nash, tại đó cung cấp giải pháp cân bằng nhất giữa các rủi ro về việc lựa chọn phương pháp
xử lý.
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